INTELLECTUAL PROPERTY RIGHTS

1. Purpose & Scope

This Intellectual Property Rights Policy establishes the framework governing
intellectual property created, contributed, or used in DTCoE activities. It applies to all
certification schemes, examinations, research publications, frameworks, guidance
documents, and related materials developed under DTCoE auspices.

This policy aims to:
e Protect DTCoE's intellectual property and brand integrity
e Ensure contributors receive appropriate recognition

e Enable open dissemination of research for the benefit of the digital identity
profession

e Maintain the security and integrity of examination materials
e Clarify ownership and licensing arrangements for all DTCoE outputs
2. Definitions

Contribution means any content, material, draft, framework, methodology,
assessment item, examination question, paper, or other intellectual output (in any
medium) provided by a Contributor and intended for inclusion in DTCoE work
products.

Contributor means any individual who provides a Contribution to DTCoE, whether as
a volunteer, committee member, contracted party, or otherwise.

Certification Materials means examination content, assessment criteria, marking
schemes, item banks, candidate handbooks, and other materials directly supporting
the administration and integrity of DTCoE certification programmes.

Research Outputs means reports, studies, white papers, frameworks, guidance
documents, and other publications resulting from DTCoE research activities on the
human element and professional skills in digital identity and trust services.

DTCoE Marks means the DTCoE name, logo, certification programme names,
credential designations, and any other trademarks, service marks, or trade dress
owned or controlled by DTCoE.

Work Product means any output created under DTCoE activities, including
Certification Materials, Research Outputs, and derivative works.

3. Categories of Intellectual Property

DTCoE distinguishes between the following categories of intellectual property, each
subject to different ownership and licensing arrangements:

3.1 Certification Materials (Proprietary)
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Certification Materials are proprietary to DTCoE and are not publicly released. This
includes examination questions, assessment rubrics, item banks, and related content
essential to the security and validity of DTCoE certifications. DTCoE owns all rights in
Certification Materials, including derivative works based on Contributions.

3.2 Research Outputs (Open Access)

Research Outputs are published under open access terms to advance knowledge in

digital identity and trust services. Unless otherwise specified, Research Outputs are
licensed under the Creative Commons Attribution 4.0 International License (CC-BY-
4.0).

3.3 DTCoE Marks (Reserved)

DTCoE Marks remain the exclusive property of DTCoE and may only be used in
accordance with the DTCoE Trademark Usage Guidelines. Certification holders may
use applicable credential marks subject to their certification agreement.

4. Contributions & Licensing to DTCoE
4.1. Grant of License

By submitting a Contribution, the Contributor grants DTCoE a worldwide, non-
exclusive, royalty-free, perpetual, irrevocable, and fully sublicensable license to
reproduce, distribute, adapt, publicly display, publicly perform, and create derivative
works from the Contribution in connection with DTCoE's mission.

4.2 Retention of Rights

Contributors retain ownership of their original Contributions. However, DTCoE owns
all rights in collective works, compilations, derivative works, and Work Products
created from or incorporating Contributions.

4.3 Contributor Warranties
By submitting a Contribution, the Contributor warrants that:

e The Contribution is original, or appropriate permissions for third-party content
have been obtained.

e The Contributor has full authority to grant the license.
e The Contribution does not infringe any third-party intellectual property rights.
e Any known copyright, attribution, or licensing requirements are disclosed.

4.4 Moral Rights

To the extent permitted by applicable law, Contributors waive any moral rights in
their Contributions that would restrict DTCoE's use or agree not to assert such rights.
Where waiver is not permitted, Contributors consent to DTCoE's use without
attribution where operationally necessary (e.g., anonymous examination content).

4.5 No Obligation to Use
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DTCoE has no obligation to publish, adopt, or otherwise use any Contribution.
4.6 Contribution Release Form

Contributors may be required to execute a Contribution Release Form (Attachment
A) confirming their agreement to this Policy. For jointly authored Contributions, all
authors must sign or one author may sign as authorised agent for the others.

5. Open Access Licensing for Research Outputs
5.1. Default License

Unless otherwise specified, all DTCoE Research Outputs are published under the
Creative Commons Attribution 4.0 International Licence (CC-BY-4.0). The full license
text is available at: https://creativecommons.org/licenses/by/4.0/

5.2 Rights Granted Under CC-BY-4.0
Under CC-BY-4.0, users are free to:
e Share — copy and redistribute the material in any medium or format

e Adapt — remix, transform, and build upon the material for any purpose,
including commercial

These freedoms are granted provided that appropriate credit is given, a link to the
license is provided, and any changes are indicated.

5.3 Attribution Requirements
When using DTCoE Research Outputs, attribution must include:
e The title of the work.
e Digital Trust Centre of Excellence (DTCoE)" as the creator.
e The publication year.
e A hyperlink or URI to the original publication where practicable.
e |dentification of the license (CC-BY-4.0).
e An indication if changes were made.

Example attribution: "[Title]" by Digital Trust Centre of Excellence (DTCoE), [Year], is
licensed under CC-BY-4.0. Available at [URL].

5.4 Exceptions to Open Access
The following materials are excluded from default CC-BY-4.0 licensing:
e Certification Materials and examination content
e Third-party content included under licence with incompatible terms

e Research commissioned under contract with alternative licensing requirements
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e Personal data, anonymised datasets with re-identification risk, or confidential
information

e DTCoE Marks and branding elements
Where exceptions apply, the specific licensing terms will be stated in the publication.
5.5 Research Data

Where DTCoE publishes datasets alongside Research Outputs, such data will be
released under CC-BY-4.0 or, where more appropriate, CCO 1.0 Universal (Public
Domain Dedication). Data releases will comply with applicable data protection
requirements, and personal data will be anonymised or excluded.

6. Work Made for Hire and Commissioned Works
6.1 Employees

All intellectual property created by DTCoE employees within the scope of their
employment is owned by DTCoE. Employment contracts shall include appropriate
assignment provisions.

6.2 Contractors and Commissioned Parties

Contracts with independent contractors, consultants, and commissioned parties shall
include provisions assigning all intellectual property in deliverables to DTCoE,
together with appropriate warranties and indemnities. Where assignment is not
possible under applicable law, the contract shall include an exclusive, perpetual,
royalty-free license to DTCoE.

7. Third-Party Material

Where DTCoE incorporates third-party materials into its Work Products, DTCoE
shall:

e Obtain appropriate licenses or permissions.

e Comply with attribution and other license requirements.

e Maintain records of third-party content and applicable licenses.
8. Trademarks & Branding
8.1 Ownership

DTCoE Marks are the exclusive property of DTCoE. No license to use DTCoE Marks
is granted under this policy except as expressly provided.

8.2 Permitted Use

Certified professionals may use applicable credential designations in accordance with
their certification agreement. Training providers, employers, and other parties may
reference DTCoE certifications for informational purposes, provided such use does
not imply endorsement or affiliation.
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8.3 Prohibited Use

Use of DTCoE Marks in a manner likely to cause confusion, imply false endorsement,
or disparage DTCoE is prohibited. DTCoE reserves the right to take action against
unauthorised or improper use of its Marks.

9. Confidentiality & Examination Security
9.1 Non-Confidential Default

Contributions and materials shared broadly with the DTCoE community (e.g., working
groups, public consultations) are considered non-confidential unless otherwise agreed
in writing, regardless of any confidentiality markings.

9.2 Examination Security

Certification Materials, including examination questions and assessment criteria, are
strictly confidential. Contributors involved in examination development are bound by
confidentiality obligations. Unauthorised disclosure of Certification Materials may
result in legal action and, for certified professionals, disciplinary proceedings.

10. Notices & Disclaimers

All DTCoE published materials shall include the following notice (adapted as
appropriate to the category of material):

"This publication is © [Year] Digital Trust Centre of Excellence (DTCoE). [For Research
Outputs: This work is licensed under the Creative Commons Attribution 4.0 International
Licence (CC-BY-4.0).] The content reflects contributions from various sources. While
DTCoE endeavours to ensure accuracy and usefulness, it makes no representations
regarding the validity or scope of any intellectual property rights that may pertain to the
use of these materials. DTCoE welcomes notification of any copyrights or proprietary
rights that may affect these materials."

Research Outputs shall additionally include the CC-BY-4.0 license badge or text and a
link to the license.

11. Withdrawal & Termination
11.1 Withdrawal of Contributions

Contributors may request withdrawal of their license for specific Contributions not
yet incorporated into published Work Products by providing written notice to
DTCoE. Once a Contribution has been incorporated into a published Work Product,
the license is irrevocable.

11.2 Archival Rights

Notwithstanding withdrawal, DTCoE retains the right to maintain archival copies of
all Contributions for record-keeping, legal, and historical purposes.

12. Enforcement
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DTCoE may take appropriate action to protect its intellectual property rights,
including issuing cease-and-desist notices, pursuing legal remedies, and initiating
disciplinary proceedings against certified professionals who violate this Policy. DTCoE
may also report suspected infringement to relevant authorities.

13. Governing Law

This Policy shall be governed by and construed in accordance with the laws of
Greece. Any disputes arising under this Policy shall be subject to the exclusive
jurisdiction of the courts of Greece.

14. Amendment

DTCoE reserves the right to amend this Policy at any time. Material changes will be
communicated to Contributors and the DTCoE community. Continued participation
following notification of changes constitutes acceptance of the amended Policy.
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