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CODE OF ETHICS 
1. Preamble 

The digital identity and trust services field holds a position of profound responsibility. 
Professionals in this field design, implement, and operate systems that affect the 
privacy, security, autonomy, and dignity of individuals and the functioning of society. 
This responsibility demands the highest ethical standards. 

All individuals associated with DTCoE—including directors, staff, certified 
professionals, and research contributors—are expected to uphold this Code of Ethics. 
For certified professionals, adherence to this Code is a condition of certification. 

2. Ethics Principles 

The four principles of the DTCoE Code of Ethics are, in order of priority: 

Principle 1: Protect individuals, society, and the public interest. 

Digital identity professionals shall: 

• Prioritize the safety, privacy, security, and dignity of individuals affected by 
identity systems 

• Consider the impact of their work on vulnerable populations and those with 
limited power or voice 

• Design and operate systems that respect human autonomy and support 
informed consent 

• Disclose risks and limitations honestly to those who rely on identity systems 

• Resist pressure to act in ways that would harm individuals or the public, even 
when such pressure comes from employers, clients, or authorities 

Principle 2: Act with integrity, honesty, and responsibility. 

Digital identity professionals shall: 

• Be truthful and not knowingly make misleading statements or omit material 
information 

• Acknowledge errors and take responsibility for correcting them 

• Disclose conflicts of interest and avoid situations where personal interests 
could compromise professional judgment 

• Honor commitments and fulfill professional obligations 

• Act within the law and support the rule of law, while recognizing the obligation 
to question unjust laws through legitimate means 

Principle 3: Provide competent and diligent service. 
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Digital identity professionals shall: 

• Undertake only work they are competent to perform, or clearly disclose 
limitations and seek appropriate support 

• Maintain and develop professional knowledge and skills 

• Apply due care and diligence in professional activities 

• Provide honest assessments of risks, costs, and alternatives to those who rely 
on their judgment 

• Respect the confidentiality of information obtained in professional work, 
except where disclosure is required by law or necessary to prevent harm 

Principle 4: Advance the profession and support fellow professionals. 

Digital identity professionals shall: 

• Contribute to the development of the profession through sharing knowledge, 
mentoring, and participation in professional communities 

• Support and encourage ethical conduct by fellow professionals 

• Report unethical conduct through appropriate channels 

• Give appropriate credit for the work of others and respect intellectual 
property rights 

• Promote public understanding of digital identity issues and the role of 
professionals in addressing them 

3. Interpretation and Conflicts 

The canons are listed in order of priority. Where the canons conflict, professionals 
should give precedence to canons higher in the order. For example, protecting 
individuals and society (Principle I) takes precedence over obligations to employers or 
clients (Principle 3). 

This Code provides high-level guidance. It is not a substitute for professional 
judgment. Professionals are expected to exercise thoughtful ethical reasoning in 
applying these principles to specific situations. 

4. Enforcement 

For DTCoE-certified professionals, adherence to this Code is a condition of 
certification. Violation of the Code may result in disciplinary action, up to and 
including revocation of certification. The complaint and review process is described in 
Part 5 of this document. 


